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Abstract
This paper presents WASIT, a powerful specification-driven
differential testing framework for WebAssembly (Wasm) sys-
tem interface (WASI) implementations. WASIT invents sev-
eral innovative techniques to address the challenges facing
state-of-the-art testing approaches when applied toWASI im-
plementations. Specifically, it introduces real-time resource
abstraction and tracking to facilitate the generation of mean-
ingful and dependent WASI function calls. It also creates a
domain-specific language to automatically filter out unin-
teresting WASI function argument values by augmenting
the WASI specification. Finally, it adopts a decoupled system
architecture to achieve smooth co-evolution with WASI. Our
evaluation shows that WASIT successfully found 48 new
WASI-specific bugs in six popular Wasm runtimes, with 41
confirmed, 37 fixed, and three CVEs assigned.

CCS Concepts: • Software and its engineering→ Soft-
ware testing and debugging; • Computer systems orga-
nization→ Reliability.

Keywords: WASI, Differential testing, System state abstrac-
tion and tracking, Specification-driven testing.
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1 Introduction
WebAssembly (Wasm) is a portable low-level bytecode for-
mat. As a language-agnostic compilation target, it was orig-
inally introduced for safe and efficient execution of pro-
grams written in languages like C, C++, and Rust in web
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browsers [31]. The promising features of Wasm, such as
sandboxed execution, memory safety, and near-native per-
formance, have attracted both industry and academia to push
it beyond the Web, e.g., machine learning [53, 62, 72], edge
computing [26, 43, 52, 74], Internet of things [41, 42, 51, 57],
blockchains [13, 20, 80], high-performance computing [11],
etc. Even the U.S. federal government recently pushed cloud-
native services to adopt Wasm for improved security [27].
Since Wasm by itself provides no support for system ser-

vices, the WebAssembly system interface (WASI) [36] is the
key enabler for Wasm code to run outside web browsers.
Similar to system calls, WASI specifies a list of functions
for Wasm programs to access essential system resources,
e.g., files, clocks, and network connections. With the WASI
support in compiler toolchains like wasi-sdk [61] and the
official support in Rust [23] and Go [8], native applications
relying on system services can be compiled to Wasm. Ow-
ing to its importance, WASI has been well implemented in
most standalone Wasm runtimes. This is indispensable for
enriching the Wasm ecosystem by migrating a diverse range
of existing applications to Wasm.
However, correctly implementing WASI is not easy for

several reasons. First, WASI functions are inherently com-
plex. A WASI function may exhibit different behaviors un-
der different system states. For instance, the WASI function
path_open() may return a valid file descriptor if the file to
open is available or an error if not. Worse, the WASI specifi-
cation [22] only provides a very brief description for each
WASI function, as shown in Figure 1. This makes it challeng-
ing for Wasm runtime developers to accurately understand
the semantics of WASI functions.
Second, the implementation of WASI highly depends on

the host OS kernel. Specifically, WASI functions are mainly
implemented by invoking host system calls with similar func-
tionalities. Nevertheless, WASI functions may not have ex-
actly the same functionalities as corresponding host system
calls. As a result, a subtle overlook of the semantic discrep-
ancies between WASI functions and host system calls may
lead to an incorrect WASI implementation. This situation
is further exacerbated when implementing portable WASI
functions across multiple host OS kernels.

Finally, WASI is still at a very early stage, evolving rapidly
with frequent version releases and new proposals added [35].
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1 ;;; Read from a file descriptor.
2 ;;; Note: This is similar to `readv ` in POSIX.
3 (@interface func (export "fd_read ")
4 (param $fd $fd)
5 ;;; List of scatter/gather vectors
6 ;;; to which to store data.
7 (param $iovs $iovec_array)
8 ;;; The number of bytes read.
9 (result $error (expected $size (error $errno)))
10 )

Figure 1. The sketchy and vague description of the WASI
function fd_read() in the WASI specification. The function
semantics are described in comments, i.e., lines starting with
;;;. Note that WASI is not fully compliant with the portable
operating system interface (POSIX). This resembles many
popular operating system (OS) kernels, including Linux.

In particular, there are currently 32 active proposals, and
threeWASI versions have been released in the past sixmonths.
This puts an extra burden on Wasm runtime developers to
timely update and maintain WASI implementations.
Worse, defects and errors in WASI implementations can

cause WASI programs to exhibit abnormal behaviors, signif-
icantly impacting their correctness, reliability, and depend-
ability. For instance, an improperly implemented WASI file
system-related function may result in silent and critical data
corruption [67]. Moreover, WASI implementation bugs can
render the sandboxed execution environments enforced by
Wasm runtimes ineffective, e.g., allowing untrusted Wasm
code to escape from the environments. This has been evi-
denced by recently reported security vulnerabilities in popu-
larWasm runtimes, e.g., CVE-2024-38358 [15] and CVE-2024-
51745 [16]. Therefore, it is imperative to find bugs hidden in
WASI implementations, especially considering the growing
adoption of WASI in real-world safety-critical applications.

Unfortunately, however, most existingWasm runtime test-
ing techniques, including wasm-smith [2], WASMaker [10],
and WADIFF [83], primarily exercise Wasm runtimes us-
ing various Wasm instructions, with very limited touch on
WASI functions. Although recent research work has started
to pay attention to the correctness of WASI implementations,
e.g., DrWASI [79] and Wasix [21, 39], they only scratch the
surface and thus cannot uncover deep semantic issues. For ex-
ample, DrWASI generates test cases with simple and isolated
WASI function calls, which have limited ability to explore
deep system states derived through close interactions be-
tween a sequence of dependentWASI function calls. Another
limitation of existing testing approaches, including those tar-
geting OS kernels like the well-known syzkaller [28], is that
they have no mechanism to achieve continuous testing with-
out triggering previously found bugs in the following testing
when the found bugs have not yet been (or will not be) fixed.

While testing techniques like model-based testing [19,
47, 48, 50] and application programming interface (API) test-
ing [6, 76, 82] have been extensively studied in prior research,
directly applying them to WASI implementations either face
unique difficulties or cannot explore deep system states. For
example, model-based testing techniques often derive test
cases from an accurate and complete behavior model of the
system under test. Creating such a model for WASI is chal-
lenging due to its ambiguous, fast-evolving specification and
diverse development ecosystem.

To fill the above research gap, this paper presentsWASIT,
the first specification-driven differential testing framework
for WASI implementations. WASIT adapts and combines in-
sights from model-based and API testing to overcome the
challenges facing the state of the art when applied for testing
WASI implementations. Specifically, it introduces real-time
resource abstraction and tracking to facilitate the generation
of dependent and semantic-rich WASI function calls. This
allows WASIT to reach deep system states. To avoid trigger-
ing previously found bugs, WASIT creates a domain-specific
language to augment the WASI specification. Through this
language, meaningless argument values of WASI function
calls can be automatically filtered out during testing. Ad-
ditionally, WASIT adopts a decoupled system architecture
to separate the core control logic, e.g., the testing strate-
gies, from the actual generation of WASI function calls. This
provides flexibility and extensibility for WASIT to evolve
smoothly and effortlessly along with WASI.
Our evaluation demonstrates WASIT’s effectiveness in

finding deep semantic bugs inWASI implementations. Specif-
ically, through intermittent testing in four months, WASIT
has discovered 48 new WASI-specific bugs in six mainstream
Wasm runtimes. Among the 48 bugs, 41 have been con-
firmed by the runtime developers, 37 have been fixed—mostly
by our patches, and three CVEs have been filed and as-
signed. While WASI is still in an immature state, finding
these high-severity, long-standing, previously undetected
bugs in the actively maintained Wasm runtime codebases
is not a task easier than finding bugs in mature and rela-
tively stable systems. Our efforts have received very positive
feedback from the community, e.g., “thanks for the compre-
hensive test” [7] from a Node.js [24] developer and “Good
catch” [34] from a Wasmer [73] developer. Moreover, our
reported bugs have stimulated active discussions among
Wasm runtime developers, particularly on the sketchy WASI
specification, e.g., a WasmEdge [25] developer complain-
ing that “The filesystem-related parts in WASI spec are a
nightmare” [65]. To facilitate future research, we have open-
sourced WASIT at https://github.com/yagehu/wasit.

In summary, this paper makes the following contributions.

• We introduce a novel system testing approach that
leverages dynamic resource abstraction and tracking to
achieve a good semantic understanding of the system

https://github.com/yagehu/wasit
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Figure 2. The high-level workflow of WASIT.

under test while requiring no complex and expensive
program analysis of the concrete implementation.

• We devise an effective domain-specific language to
augment and extend the WASI specification by em-
bedding semantic constraints for filtering out uninter-
esting argument values, which can also be applied to
other interface specifications.

• We propose an elegant system architecture to decou-
ple the testing control logic and the actual test case
generation, allowing a testing framework to co-evolve
easily with a fast-changing specification like WASI.

• We present WASIT, a powerful specification-driven
differential testing framework for WASI implementa-
tions, which has successfully discovered 48 newWASI-
specific bugs in six popular and actively developed
Wasm runtimes, with three CVEs being assigned.

2 Technical Challenges
In this section, we elaborate on the key technical challenges
facing testing WASI implementations.

2.1 Exploring Deep System States
Conventional testing frameworks like the widely used Amer-
ican Fuzzy Lop (AFL) [78] rely on gray-box testing to guide
input generation/mutation, e.g., using the coverage feedback.
While this approachworks well for general-purpose software
systems, it is ineffective for WASI implementations because
of the complicated semantic relationships between WASI
functions, such as function dependencies, operation precon-
ditions, and shared resource lifetimes. Without awareness
of these relationships, gray-box testing can only explore the
input space blindly and trigger shallow behaviors of WASI
functions, failing to test WASI implementations under deep
and sophisticated system states.

Conversly, even thoughwhite-box static/dynamic analysis
could technically provide the necessary semantic knowledge

for testing a specific WASI implementation, it is impractical
due to the heterogeneity and diversity of WASI implementa-
tions in Wasm runtimes. In particular, Wasm runtimes are
written in a variety of languages, ranging from C to C++,
Rust, Go, Java, and Swift. This makes developing a compre-
hensive white-box analysis to cover all WASI implementa-
tions both complex and costly.
To address this challenge, WASIT introduces a middle-

ground approach to obtain the meaningful semantic insight
ofWASI function calls through dynamic resource abstraction
and tracking, without requiring any access to or analysis of
WASI implementations.

2.2 Avoiding False Positives and Known Bugs
Once a bug is uncovered, it would be desirable if the follow-
ing testing could avoid triggering this bug again, especially
when the bug has not yet been fixed. This testing strategy can
not only save testing resources but also reduce human efforts
in bug triage. When conducting differential testing of WASI
implementations, this testing strategy becomes essential for
at least three reasons.

First, WASI implementations in different Wasm runtimes
are usually not at the same/similar maturity level, and as a
consequence, differential testing via comparing WASI func-
tion execution results of multiple Wasm runtimes can lead
to an overwhelming number of bug reports, most of which
are actually false positives, e.g., unimplemented WASI fea-
tures in some runtimes. Second, the WASI specification is
intentionally underspecified in many areas, leaving plenty of
room for implementation-specific semantic interpretation.
As a result, behavior divergences observed during differential
testing may not lead to any change to the Wasm runtimes
under test. Finally, even if a WASI implementation bug is
confirmed, it still takes time to construct a patch to fix the
bug. Until a fixed version is available, which may take several
days or weeks, the testing procedure has to continue with



the unfixed version, and thus, repeatedly triggering existing
known bugs wastes valuable testing cycles.

To the best of our knowledge, none of the existing testing
approaches provides a mechanism to achieve the above test-
ing strategy, unless manually hacking the code responsible
for generating test cases. WASIT overcomes this challenge
by designing an effective domain-specific language, which
makes it possible to programmatically filter out WASI func-
tion argument values that may trigger previously found bugs.

2.3 Adapting for Rapid Evolution of WASI
In existing testing frameworks such as syzkaller, the core
control logic, including the testing strategies, is often entan-
gled with the concrete generation of test cases. This tight
coupling is generally manageable for slow-moving targets
like system calls, as their signatures and behaviors remain
relatively stable across versions. However, it becomes a ma-
jor obstacle when testing a rapidly evolving interface like
WASI. Notably, the WASI specification is frequently updated,
and the changes usually require continual modifications to
testing strategies. For instance, to respond to the recent re-
moval of the fine-grained capability-based security model
between WASI versions 0.1 and 0.2, some Wasm runtimes
have dropped support for capabilities, while others continue
to enforce them, either fully or partially. Keeping pace with
these shifts entails substantial re-engineering efforts for ex-
isting testing frameworks.

To solve this problem, WASIT adopts a decoupled system
architecture, which elegantly separates the control logic from
the generation of WASI function calls, making updates to
testing strategies simple and easy. This also enables WASIT
to co-evolve smoothly with WASI.

3 WASIT
In this section, we present the system design of WASIT. Fig-
ure 2 shows the high-level workflow of WASIT.

WASIT takes as input the augmented WASI specification
and iteratively generates WASI function calls to exercise the
Wasm runtimes under test to find bugs in their WASI imple-
mentations. In each testing iteration, WASIT first generates
a WASI function call based on the current abstract system
state consisting of live system resources. It then instantiates
the WASI function call according to the per-runtime resource
context and sends the instantiated WASI function calls to
corresponding Wasm runtimes to execute. Next, it collects
the execution results and compares them. If a divergence is
detected in the execution results, a bug report will be gener-
ated. Otherwise, the execution results are analyzed to yield
a new system state by updating the affected resources. After
that, WASIT enters the next iteration to continue testing.

TypeDef typedef F typename id ty promo?

Type ty F id | u8 - u64 | s8 - s64 | handle
| string | flags id+ | enum id+

| union ty+ | record (field id ty)+

Promotion promo F @resource ty

1 ;;; A file descriptor handle.
2 (typename $fd (handle)
3 + (@resource (record
4 + (field $offset $filesize)
5 + (field $flags $fdflags)
6 + (field $type $filetype)
7 + (field $path string)
8 + ...)) ;;; Other fields omitted.
9 )

Figure 3. The language syntax rules for resource type pro-
motion (top) and an annotation example showing that the
handle type $fd inWASI is promoted to a type of file descrip-
tor resource (bottom). The annotation is highlighted in bold.
Note that the types $filesize, $fdflags, and $filetype
are defined by the original WASI specification.

The WASI specification is augmented with semantic an-
notations, through which WASIT can recognize system re-
sources and dynamically track their real-time states dur-
ing testing. Importantly, with the annotations, WASIT can
restrict the inputs of WASI functions—with the help of a
satisfiability modulo theories (SMT) solver—to avoid mean-
ingless argument values, e.g., those triggering false positives
or known bugs. The annotations are written in a domain-
specific language provided by WASIT. This language is de-
signed to be compatible with the original language of the
WASI specification, i.e., witx, an interface description lan-
guage. Therefore, adding the annotations will not disrupt the
current WASI specification toolchain, e.g., parsers. Moreover,
when the WASI specification is updated, we only need to
revise the annotations instead of modifying the actual code
responsible for generating WASI function calls, significantly
reducing the maintenance efforts.

Next, we present more details about the design of WASIT.

3.1 Specification Augmentation
To facilitate testing, the WASI specification is augmented
with annotations to provide three categories of semantic
information: (1) resource types, (2) input requirements, and
(3) output effects. It is worth mentioning that the annotations
are not necessarily added to the WASI specification at a time.
Instead, they can be added gradually as the testing proceeds.

Resource Types. The original WASI specification only de-
fines data types of WASI function parameters and return
values. This makes it challenging to track system resources.
To address this issue, the domain-specific language inWASIT
provides @resource annotations to promoteWASI basic data



types into resource types. Through this resource type system,
WASIT can recognize system resources produced/consumed
by WASI function calls.
Figure 3 shows the language syntax for resource type

promotion and an @resource annotation example. As the
example shows, the built-in type handle of the WASI speci-
fication is promoted to a type of file descriptor resource with
a structured record that includes multiple fields to describe
the attributes of the resource, e.g., its offset and flags. Note
that WASIT reuses the primitive data types defined by the
original WASI specification to declare resource types. That
means, the values of all abstract resources are also WASI val-
ues. For instance, a file descriptor resource is a WASI record,
and each field of this record is also a WASI value. This de-
sign makes the resource type system compatible with the
original WASI data type system, simplifying their parsing
and analysis.

Input Requirements. To filter out uninteresting argument
values, as well as enforce valid invocations ofWASI functions
for deep system state exploration, each WASI function in the
WASI specification is augmented with an input requirement,
which defines under what conditions the WASI function can
be called. This is realized through @input annotations sup-
ported by the domain-specific language in WASIT. Input
requirements can be written as quantifier-free Boolean ex-
pressions in first-order logic. Rather than allowing arbitrary
quantification, the domain-specific language in WASIT uses
implicit quantifiers over the live resources in the abstract
system state to reduce complexity (See Section 3.3).
Figure 4 provides the language syntax for defining input

requirements. Each input requirement is a term, which is
defined recursively with other terms and lambdas. Under
a set of variable assignments, WASIT expects a top-level
term to be evaluated to true or false, indicating the input
requirement is met or not. Terms such as @variant.const
and @record.field allow constructing and transforming
WASI values, which can then be compared with terms like
@int.gt and @value.eq. The param term indicates a refer-
ence to a function parameter. We also add a @foldl term
along with the ability to define lambdas so input require-
ments can reason about lists. These syntax rules result in a
restricted yet expressive logic framework that allows various
input requirements of WASI functions to be specified.

Figure 4 also shows an example of input requirements for
the WASI function fd_seek(). Specifically, it requires the
$fd parameter pointing to a regular file, e.g., not a directory.

Output Effects. The execution of WASI functions can ma-
nipulate resources in the abstract system state, e.g., creat-
ing/deleting a resource or updating an existing resource. To
provide this semantic information, the WASI specification is
augmented with output effects through @output annotations

Input 𝜄 F @input 𝜏
Output 𝜔 F @output 𝜏
Term 𝜏 F int | param id | @true | @false

| @and 𝜏+ | @or 𝜏+ | @not 𝜏
| @int.const 𝜏 | @variant.const id id
| @value.eq 𝜏 𝜏 | @int.le 𝜏 𝜏 | @int.gt 𝜏 𝜏
| @flags.get 𝜏 id | @record.field 𝜏 id
| @foldl 𝜏 𝜏 𝜆

Lambda 𝜆 F @lambda (param id ty)* 𝜏

1 ;;; Move the offset of a file descriptor.
2 ;;; Note: This is similar to `lseek ` in POSIX.
3 (@interface func (export "fd_seek ")
4 (param $fd $fd)
5 ... ;; Other parameters omitted.
6 ;;; The new offset of the file descriptor ,
7 ;;; relative to the start of the file.
8 (result $error
9 (expected $filesize (error $errno)))
10 + ;;; Input requirements
11 + (@input (@and
12 + ;;; The parameter $fd should point to a regular file.
13 + (@value.eq
14 + (@record.field (param $fd) $type)
15 + (@variant.const $filetype $regular_file))
16 + ...)) ;;; Other input clauses omitted.
17 + (@output (@and
18 + ;;; The offset field of fd’s abstract state
19 + ;;; should be updated to the function result value.
20 + (@value.eq
21 + (@int.const
22 + (@record.field (param $fd ') $offset))
23 + (@int.const (result $ok)))
24 + ...)) ;;; Other output clauses omitted.
25 )

Figure 4. The language syntax rules for specifying input re-
quirements and output effects (top) and an example showing
@input and @output annotations added to the specification
of the WASI function fd_seek() (bottom).

supported by the domain-specific language in WASIT. Out-
put effects can be defined in a similar way to input require-
ments, as shown in Figure 4. Note that, if a WASI function
updates a resource, the references to the updated resource
state in the function’s output effect are primed to differenti-
ate them from the old resource state before the function call,
e.g., param $fd' at Line 22 in Figure 4. This is necessary,
as both of a resource’s old and updated states may be refer-
enced in a function’s output effect, e.g., a relative file seeking
operation updates the file offset by adding an increment to
the current offset.

3.2 Resource Abstraction and Tracking
To model WASI function behaviors, WASIT abstracts and
tracks system resources manipulated by WASI functions.
Specifically, WASIT maintains a global abstract system state
comprised of all live system resources, e.g., file descriptors



Abstract System State

Wasm Runtime 1
path_open

Type: fd

2. Executing
fd0 = 3

3. Returning
fd1 = 4

4. Lifting concrete values
into abstract resource

Resource Context
fd0 3
fd1 4
s0 11
s1 12

fd1

1. Lowering resource
into concrete values

fd0

Resource Context
fd0 5
fd1 6
s0 7
s1 8

Resource Context
fd0 100
fd1 200
s0 1024
s1 1025

Wasm Runtime 2
path_open

Wasm Runtime 3
path_open

fd0 = 5 fd1 = 6 fd0 = 100 fd1 = 200

Type: socket
s0 s1

Figure 5. An example showing how WASIT lifts and lowers
abstract resources to accommodate harmless execution dif-
ferences between multiple Wasm runtimes.

and network sockets. This abstract system state is shared
across all Wasm runtimes under test. In the beginning, the
state is empty. When a WASI function call produces a new
resource, WASIT adds the resource to the system state and
initializes its state based on the resource type defined in the
specification. Likewise, if a resource is consumed and up-
dated by aWASI function,WASITmutates its state according
to the output effects of the function.

To hide benign execution inconsistencies between Wasm
runtimes, e.g., different integer values of a file descriptor,
WASIT also creates a runtime-specific resource context for
eachWasm runtime. This resource context contains keymap-
ping information between global abstract resources and con-
crete local values. WASIT performs two operations to realize
the mappings. (1) Lowering. Before a WASI function call,
WASIT maps abstract resource references to concrete val-
ues appropriate to each runtime. (2) Lifting. After a WASI
function call, WASIT maps back concrete values to abstract
resources to update the system state. The example in Figure 5
illustrates this lowering and lifting process.

3.3 Constraint Encoding and Solving
WASIT employs SMT-based constraint solving to automate
the generation of WASI function calls and the transition of
the abstract system state. To this end, WASIT includes an
input constraint encoder and an output constraint encoder, as
illustrated in Figure 6. The input constraint encoder produces
input constraints based on the input requirements in the
augmented WASI specification and the live resources in the
abstract system state. By solving the input constraints using
an SMT solver, WASIT can generate valid WASI function
calls. Likewise, the output constraint encoder creates output

Input 
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Abstract 
System 
State

Input Constraint 
Encoder

Output Constraint 
Encoder

SMT Solver
Resource Updates

Generated WASI 
Function Calls

Execution Results

Constraint 
Encoding

Query with 
Input 

Constraints

Query with 
Output 
Constraints

Figure 6. Constraint encoding and solving for generating
WASI function calls and updating the abstract system state.

constraints according to the output effects and the execution
results of the generated WASI functions. Solving the output
constraints can produce resource updates for state transition.

CandidateWASI Function Selection. To determinewhich
WASI functions are valid to invoke under the current abstract
system state, the input constraint encoder converts the input
requirements of every function into a quantifier-free first-
order SMT formula, i.e., input constraint, and checks its
satisfiability. A function is added to a candidate set if its
input constraint is satisfiable. Otherwise, the function will
be skipped, as the resources required to call this function are
currently not available.
To encode the SMT formula, the encoder recursively tra-

verses the input requirements and collects parameter ref-
erences in the form of (param $id). For each referenced
parameter, the encoder creates a symbolic variable match-
ing the parameter’s type. In the case that the type has been
promoted to a resource type, e.g., file descriptor, the encoder
further converts the symbolic variable into an implicit quan-
tifier and eagerly instantiates it using live abstract resources
in the promoted resource type, e.g., all currently available file
descriptors. This not only avoids introducing unnecessary
symbolic resource declarations, simplifying the resulting
constraints, but also eliminates the need for any explicit
quantifiers, ensuring that the constraints are decidable and
solvable by construction. Figure 7 shows an example of this
eager instantiation process.

Function Argument Synthesis. Once the function candi-
date set is formed, WASIT randomly selects a function from
the set and generates valid argument values for invoking
it. To diversify argument values, WASIT generates multiple
values for each argument by solving the function’s input
constraint multiple times. Each time a solution is found, a
blocking clause that negates the found argument value is
added to the input constraint, forcing the solver to explore
new regions of the input space. After sampling a sufficient



;;; Must be a regular file
(@value.eq 
  (@record.field ( param $fd) $type)
  (@variant.const $filetype $regular_file))

Instantiated Input Constraint 0:
$fd0.type == $regular_file

Instantiated Input Constraint 1:
$fd1.type == $regular_file

Instantiated Input Constraint 2:
$fd2.type == $regular_file

fd0

fd1 fd2

Type:
fd

Abstract 
System State

Input Constraint Encoding
Eager 
Instantiation

Input Requirement

Figure 7. An example of eager instantiation of resource
references in input requirements. Here, the reference $fd is
converted into an implicit quantifier eagerly instantiated
to the live resources with the file descriptor type in the
abstract system state. The satisfiability of the instantiated
input constraints will be checked by an SMT solver.

number of satisfying argument values, WASIT selects one
at random and uses it to prepare a WASI function call.

Abstract State Transition. After a WASI function call is
completed, the output constraint encoder converts the func-
tion’s output effects into an SMT formula, i.e., output con-
straint, using the returned execution result. The solution to
the SMT formula will be used to update the abstract system
state. Specifically, the encoder traverses the output effects
and creates a symbolic variable for each reference to a primed
parameter in the form of (param $id'), which represents
the post-call state of each modified resource. In the case that
an input parameter is referenced, i.e., (param $id), it is
directly substituted with the corresponding argument value
passed to the function call. Also, the result references like
(result $id) are replacedwith concrete values in the execu-
tion result. Recall the example in Figure 4. The output effect
clause from Line 20 to Line 23 specifies that the $offset
field of the parameter resource $fd should be updated to
match the execution result of fd_seek(). This is realized
by solving the SMT fomula $fd'.offset == $res, where
$fd'.offset is a symbolic variable representing the new
state of the offset field, and $res is the concrete execution
result. The solver-returned solution will be used to update
the abstract system state.

It is worth pointing out that it is necessary to encode and
solve the output constraints, as the state transition can be
complicated, especially when some WASI functions update
resources conditionally, e.g., based on different input values.
Instead of developing a separate imperative-style language to
update resource states, the above design allows sharing the
same facility as encoding and solving the input constraints,
significantly reducing the development efforts.

4 Implementation
In this section, we describe the implementation of WASIT,
which has roughly 6.7k lines of Rust code implementing
the major testing framework, including the domain-specific
language, and a WASI function executor written in C.

While the design of WASIT is general enough to support
a broad class of resource-centric APIs such as POSIX and sys-
tem calls, our current implementation mainly targets WASI.
We based our implementation on the WASI specification ver-
sion 0.1 (also referred to as preview1), as the newer version
0.2 had not yet been stabilized when we completed the imple-
mentation, and most Wasm runtimes lack consistent support
for it. The official specification consists of 1301 lines of s-
expression code. During our implementation, as well as the
following testing procedure, we manually added around 170
lines of code in the domain-specific language to augment the
specification. We believe the engineering effort of writing
such a small amount of code is manageable in practice.

Next, we discuss some interesting issues we addressed in
our implementation.

4.1 Handling Inconsistent Initial Runtime States
To runWasm applications,Wasm runtimes create sandboxed
execution environments. However, different runtimes may
initialize the environments with different system states. For
instance, our experience shows that Wasmer [73] begins
with a file descriptor pointing to a virtual file system root,
whereas some other runtimes may pre-open multiple direc-
tories with separate descriptors. These inconsistencies can
lead to unexpected behavior divergences of WASI functions.
To address this issue, our implementation normalizes the
initial system states of the Wasm runtimes under test before
launching the test. Specifically, the initial system states are
aligned through runtime-tailored reconfigurations to provide
a consistent starting point across all runtimes.

4.2 Dealing with Incomplete Executions
In some circumstances, a system service requested through a
WASI function call may not be completed entirely when the
function returns. For example, a file writing operation via
calling the WASI function fd_write() may return even if
only part of the file data is written due to, for example, host
signals or internal runtime policies. Despite being infrequent,
such partial executions are generally allowable. Importantly,
they can lead to false alarms and halt continuous testing.

To tackle this problem, ourWASI function executor, which
is implemented as a remote procedural call (RPC) agent in-
side each Wasm runtime under test, transparently retries
partially executed WASI functions until the requested ser-
vice is fully completed, e.g., the entire file data has been
written to the file in the above example. It also aggregates
the intermediate execution results into a single consistent
outcome before returning control to the testing framework.



Table 1. The details of the tested Wasm runtimes. “Lang.”
shows the major language used to implement the runtime.
“KLOC” presents the source code size of each runtime in kilo
lines of code, with the estimated code size of its WASI imple-
mentation in parentheses. “#Years” tells the development
history of each WASI implementation. “#Stars” displays the
number of stars received by a runtime’s GitHub project.

Version Lang. KLOC #Years #Stars

Node.js 20.18.0 C 691 (5) 6 111k
WAMR 1.2.3 C 127 (8) 6 5.3k

WasmEdge 0.13.3 C++ 97 (16) 6 9.1k
Wasmer 4.2.4 Rust 177 (27) 7 19.6k

Wasmtime 30.0.0 Rust 456 (41) 8 16.2k
Wazero 1.5.0 Go 152 (11) 5 5.3k

4.3 Cross-Checking Execution Results
It is generally straightforward to cross-check the execution
results of WASI functions by comparing their return values.
Nevertheless, our implementation must confront two issues.
(1) Nondeterministic results. Some WASI functions may re-
turn nondeterministic values, e.g., time results returned by
clock_gettime(). Simply comparing these results creates
a lot of noise and is unnecessary. Therefore, our implementa-
tion does not cross-check the concrete values. Instead, it only
examines whether the functions are finished consistently
across runtimes. (2) Implicit results. Some WASI functions
may silently produce some results, either correctly or incor-
rectly. This makes it challenging to identify such results and
cross-check them. To mitigate this issue, our implementation
creates a snapshot of every runtime’s sandboxed file system
after each WASI function call. This is done by recursively
traversing the file system and collecting observable elements
like files and directories. By cross-checking the snapshots,
we can detect execution discrepancies.

5 Evaluation
Our evaluation of WASIT aims to answer three key research
questions. (1) Can WASIT find new bugs in real-world WASI
implementations? (2) Can WASIT effectively deepen system
state exploration during testing? (3) Can WASIT effectively
deal with false positives and known bugs?
To this end, we use WASIT to test six representative and

actively maintained Wasm runtimes, including Node.js [24],
Wasmtime [3], WAMR [4], Wasmer [73], WasmEdge [25],
and Wazero [66]. Among these runtimes, Wasmtime and
WAMR are official Wasm runtimes developed by the Byte-
code Alliance [1]. Node.js is a JavaScript runtime environ-
ment outside a web browser with support for Wasm and
WASI. Wasmer and WasmEdge are two open-source Wasm
runtimes that have been successfully commercialized.Wazero
is a zero-dependency Wasm runtime for Go developers. Ta-
ble 1 presents the details of these runtimes.

We begin our testing with the official WASI specification
augmented with our annotations. WhenWASIT discovers in-
consistencies, we triage the results by filtering out inconclu-
sive or ambiguous cases and adding extra input requirements
when appropriate. We report confirmed issues to Wasm run-
time developers to seek their feedback. During this process,
we actively engage in discussions, assist in minimizing re-
productions, and construct patches to fix the bugs.
Since our implementation is not limited to any specific

host OS kernels, we conduct our testing on three different
platforms, including (1) a server equippedwith a 14-core Intel
Xeon E5-2697 v3 CPU and 200GB of memory running Linux-
6.11, (2) a desktop equipped with an octa-core Intel Core
i7-10700KF CPU and 64GB of memory running Windows
11, and (3) a laptop equipped with an octa-core Intel Core i9
CPU and 32GB of memory running macOS 15.4.

5.1 Finding New Bugs
During intermittent testing in four months, WASIT has suc-
cessfully discovered 48 new WASI implementation bugs in
the six evaluated Wasm runtimes. Table 2 shows the details
of the bugs. For each bug, it lists the corresponding Wasm
runtime, the buggy WASI function, a brief summary of the
bug, the current bug status, the time it took to fix the bug,
and the host OS platform on which the bug was uncovered.
As we can see from the table, all tested Wasm runtimes

haveWASI-specific bugs. This shows the prevalence ofWASI
implementation bugs, emphasizing the importance of devel-
oping effective testing techniques to discover them. Among
the 48 bugs, 37 have been acknowledged by the correspond-
ing runtime developers and fixed mostly with patches we
prepared. This includes three assigned CVEs. Five bugs have
been confirmed but have not yet been fixed due to the com-
plexity of the bugs and the substantial effort required to
compose an acceptable patch. There are five bugs for which
the runtime developers have indicated that they will not fix
them due to different understandings of WASI function se-
mantics and/or the significant changes to the entire runtime
systems. Finally, one bug is still in the pending status, wait-
ing for confirmation. Overall, this result demonstrates the
capability of WASIT to uncover previously unknown bugs
in WASI implementations.
There are several interesting observations we can make

from Table 2. First, the bugs were discovered in variousWASI
functions. For someWASI functions, e.g., path_open(), mul-
tiple bugs were found in a single Wasm runtime, and more
importantly, bugs were found in more than one runtime. This
signifies the semantic complexity of WASI functions and the
difficulties of implementing them consistently across run-
times. Second, among the 37 fixed bugs, 23 bugs were fixed
in three days, and six were fixed in just several hours. This
shows the prompt actions from Wasm runtime developers,
given the high severity and critical impacts of these bugs.
Third, the bugs were found on three major OS platforms on



Table 2. The new WASI implementation bugs found by WASIT in the six tested Wasm runtimes. “Runtime” shows the
Wasm runtime in which the corresponding bug was found. “WASI Function” presents the buggy WASI function that have
implementation flaws. “Summary” briefly describes the symptom of each bug. “Status” shows the current bug status at the
time of paper submission. “Time-to-Fix” provides the time it took to fix a bug, from when the bug was reported to runtime
developers to when a pull request fixing the bug was approved and merged. “Host OS” depicts the host OS platform by running
the Wasm runtime on which the bug was discovered.

Runtime WASI Function Summary Status Time-to-Fix Host OS

1 Node.js fd_filestat_set_times Ambiguous $fstflags handling Fixed 4 days macOS
2 Node.js fd_advise Invalid advice handling on directories Fixed 4 days Linux
3 Node.js fd_pwrite Silent failure on large offset Fixed 2 hours Linux
4 Node.js fd_pwrite Offset integer overflow Fixed 2 days Linux
5 Node.js fd_read Empty buffer read fails Fixed 4 days macOS
6 Node.js All path functions Lack of malformed string validation Fixed 7 days Linux
7 Node.js path_open Ignoring trailing slashes in paths Fixed 3 days Linux
8 Node.js path_open Accepting absolute paths Fixed 4 days macOS
9 Node.js path_symlink Should forbid absolute paths Fixed 23 days macOS
10 Node.js fd_pwrite Writing to wrong offsets with append flag Wontfix - Linux
11 WasmEdge fd_sync Base directory descriptors failure Confirmed - Linux
12 WasmEdge fd_renumber Same descriptor segfaults Fixed 2 days Linux
13 WasmEdge sock_shutdown Closed descriptor segfaults Fixed 2 days Linux
14 WasmEdge fd_pwrite Writing to wrong offsets with append flag Confirmed - Linux
15 WasmEdge fd_filestat_set_times Failures with large timestamps Fixed 3 days Linux
16 Wasmer path_open Creating files outside the sandbox CVE 20 days Linux
17 Wasmer fd_filestat_get Wrong timestamp unit Fixed 30 days Linux
18 Wasmer path_open Mounting cwd breaks open Confirmed - Linux
19 Wasmer path_open Trunc and append flags preventing open Fixed 14 days Linux
20 Wasmer fd_seek Offset underflow Fixed 17 hours Linux
21 Wasmer fd_seek Offset overflow Fixed 18 hours Linux
22 Wasmer All path functions Empty path mis-validation Fixed 2 days Linux
23 Wasmer path_open No failure if a dir is opened with write Fixed 6 days Linux
24 Wasmer path_open Absolute path mis-validation Wontfix - Linux
25 Wasmer path_open No failure if a dir is opened with excl flag Fixed 2 days Linux
26 Wasmer path_open Silently dropping trailing slashes Fixed 2 days Linux
27 Wasmer path_open Trailing slash dropped on create file Fixed 2 days macOS
28 Wasmer path_open Symlink bypassing the file system sandbox CVE 5 days Linux
29 Wasmer path_symlink Crash caused by a single pathname Confirmed - macOS
30 Wasmer fd_write Loss of append flag across descriptors Pending - macOS
31 Wasmer path_create_directory Recursively creating directories Fixed 15 hours Linux
32 Wasmer fd_seek Failure of seeking with the append flag Fixed 5 days Linux
33 Wasmer path_open Changing unrelated file descriptor offset Fixed 6 days Linux
34 WAMR sock_shutdown No failure with non-socket file descriptors Fixed 6 days macOS
35 WAMR fd_pwrite Writing to wrong offsets with append flag Wontfix - macOS
36 WAMR fd_filestat_set_times Ambiguous $fstflags handling Fixed 3 days Linux
37 WAMR fd_advise No failure with directory descriptors Fixed 3 hours Linux
38 WAMR fd_advise Missing error handling Fixed 2 days Linux
39 WAMR fd_pread Failure with empty buffer read Wontfix - macOS
40 WAMR path_open Sandbox escaping with symlink CVE 2 days Windows
41 Wasmtime fd_tell Always 0 offset with append flag Fixed 3 days macOS
42 Wasmtime path_open Crash when opening a trunc directory Confirmed - Windows
43 Wazero fd_fdstat_set_flags Unexpected file truncation Fixed 2 days Linux
44 Wazero fd_fdstat_set_flags Resetting file descriptor offset Fixed 5 hours Linux
45 Wazero fd_filestat_set_size Integer overflow Fixed 2 days Linux
46 Wazero clock_res_get Inaccurate clock resolution Wontfix - Linux
47 Wazero path_open Empty path mis-validation Fixed 2 days Linux
48 Wazero path_open Failure of rejecting directories with write Fixed 2 days Linux



1 (call $path_open
2 (local.get $base_fd)
3 (i32.const 0) ;; dirflags
4 (i32.const 100) ;; path addr
5 (i32.const 1) ;; path len
6 (i32.const 0) ;; oflags
7 (i64.const 66) ;; fs_rights_base: R+W
8 (i64.const 0) ;; fs_rights_inheriting
9 (i32.const 1) ;; fdflags: append
10 (i32.const 200)) ;; fd_append addr
11 (call $fd_write
12 (i32.load 200) ;; fd_append
13 (i32.const 300) ;; ciovec_array addr
14 (i32.const 1) ;; ciovec_array len
15 (i32.const 400)) ;; ret bytes written addr
16 (call $fd_tell
17 (i32.load 200) ;; fd_append
18 (i32.const 500)) ;; ret offset addr
19 (call $fd_pwrite ;; Previously written
20 ;; data overwritten !!!
21 (i32.load 200) ;; fd_append
22 (i32.const 600) ;; ciovec_array addr
23 (i32.const 1) ;; ciovec_array len
24 (i64.load 500) ;; offset
25 (i32.const 700)) ;; ret bytes written addr

Figure 8. AWASIT-generated WASI call sequence finding a
critical bug in Wasmtime that causes file content corruption.

the market, i.e., Linux, macOS, and Windows. This confirms
the challenge of realizing portableWASI implementations on
different platforms. Finally, we find that 15 out of the 37 fixed
bugs had been dormant in the runtimes for more than four
years, e.g., the CVE found in WAMR has been present since
its v1.0 release. This proves the effectiveness of WASIT in
finding deep, long-standing bugs in WASI implementations
that have been actively developed for multiple years.

Case Study 1: A Wasmtime Bug. Figure 8 shows a WASI
call sequence generated by WASIT. Using this call sequence,
WASIT successfully revealed a critical file corruption bug
in Wasmtime. Concretely, this code first calls path_open()
to open a file with the $fdflags::append flag, which is
analogous to O_APPEND in POSIX. Then, it calls fd_write()
to write some data to the opened file descriptor. Next, fd_-
tell() is called to get the current offset of the file descriptor.
If the returned offset is incorrect, the following write opera-
tion performed via fd_pwrite() can corrupt the file content.
The root cause of this bug is the mishandling of the file

offset in the virtual file system layer in Wasmtime. Specif-
ically, Wasmtime creates some internal data structures to
keep track of file descriptor features, including the offset.
Nevertheless, Wasmtime does not update the data structures
appropriately and timely. This bug shows that correctly em-
ulating file system features in the WASI layer is not easy. At
the same time, it underscores the importance of generating

1 ;; Open a new file , without the append flag.
2 (call $path_open
3 (local.get $base_fd)
4 (i32.const 0) ;; dirflags
5 (i32.const 100) ;; path addr
6 (i32.const 4) ;; path len
7 (i32.const 1) ;; oflags: creat
8 (i64.const 66) ;; fs_rights_base: R+W
9 (i64.const 0) ;; fs_rights_inheriting
10 (i32.const 0) ;; fdflags: no append
11 (i32.const 200)) ;; fd addr
12
13 ;; Write some data to fd.
14 (call $fd_write
15 (i32.load 200) ;; fd
16 (i32.const 300) ;; ciovec_array data addr
17 (i32.const 1) ;; ciovec_array data len
18 (i32.const 400)) ;; ret num bytes written
19
20 ;; Set the append flag on fd.
21 (call $fd_fdstat_set_flags
22 (i32.load 200) ;; fd
23 (i32.const 1)) ;; fdflags: append
24
25 ;; Get the descriptor offset.
26 ;; The buggy runtime returns the wrong offset.
27 (call $fd_tell
28 (i32.load 200) ;; fd
29 (i32.const 500)) ;; ret offset addr

Figure 9. A WASIT-generated WASI call sequence uncov-
ering a bug in Wazero that resets a file descriptor after any
flag of the descriptor is reset.

dependent and meaningful WASI function calls to find deep
bugs in WASI implementations.

Case Study 2: A Wazero Bug. Figure 9 shows another
WASI call sequence generated by WASIT. Through this call
sequence, a WASI implementation bug in Wazero was suc-
cessfully discovered. Specifically, this code first calls path_-
open() to open a file without the $fdflags::append flag.
Then, it calls fd_write() to perform some writes on the
returned file descriptor, changing the offset of the file de-
scriptor from 0 to some positive integer value. Finally, it
calls fd_fdstat_set_flags() to set the append flag on this
descriptor, which causes the subsequent call to fd_tell()
to get the wrong offset 0.
Unlike some Wasm runtimes that implement a virtual

file system layer to emulate file descriptor flag behaviors,
Wazero largely relies on the host file system. To handle sys-
tem call discrepancies between different host OS kernels,
Wazero chooses to reopen a file if the flag of its previously
opened file descriptor is changed. However, when a file is
reopened, Wazero fails to correctly restore its prior offset.
This bug shows the challenge facing Wasm runtime develop-
ers to implement consistent WASI function behaviors across
different host OS kernels. More importantly, it highlights the
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Figure 10. The average and max resource depths of WASI
function calls generated by different testing approaches.

difficulty of generating sophisticated WASI function calls to
find deep semantic bugs in WASI implementations.

5.2 Effectiveness of Exploring Deep States
To study the effectiveness of WASIT in terms of exploring
deep system states, we compare it with two state-of-the-
art testing techniques targeting WASI implementations, i.e.,
DrWASI [79] and Wasix [21, 39]. To further understand the
necessity of dynamic resource abstraction and tracking in
WASIT, we disable this functionality and adopt a syzkaller-
like approach to randomly generate relevant WASI function
calls. We name this system WASIT-syzkaller, and also com-
pare WASIT with it.

Resource Depth. We first compare the resource depths
achieved by these testing systems. Here, resource depth
means the number of valid and dependent WASI function
calls manipulating the same resource, e.g., file descriptor.
Compared with shallow resource depths,WASI function calls
with deep resource depths have a higher possibility to reveal
deeply hidden WASI implementation bugs. To measure re-
source depths, we run all these testing systems on the same
platform using the same amount of time, i.e., two hours.

Figure 10 illustrates the average and max resource depths
achieved by the four testing systems. As shown in the fig-
ure, both Wasix and DrWASI can only achieve resource
depth one. This is because they generate WASI function calls
through hand-written heuristics and therefore, by design, do
not invoke more WASI functions using the same resource.
In contrast, both WASIT-syzkaller and WASIT can realize
deeper resource depths. Thanks to its resource abstraction
and tracking, WASIT achieves the highest average and max
resource depths. The reason why WASIT-syzkaller cannot
achieve better resource depths is that, like syzkaller without
real-time system resource modeling, WASIT-syzkaller can

Table 3. The code coverage achieved by different testing
approaches. The coverage is measured using the number of
covered branches in WASI implementations, i.e., not the en-
tire Wasm runtime. Two runtimes, i.e., Wasmer and Wazero,
are excluded here due to their lack of support for LLVM’s cov-
erage instrumentation. We run the test for 100 minutes due
to the huge sizes of the produced coverage files exceeding
our disk space. Also, DrWASI cannot be adapted to Node.js.

Wasix DrWASI WASIT-syzkaller WASIT

Node.js 748 - 1204 1216
WAMR 363 272 385 403

WasmEdge 456 322 438 490
Wasmtime 114 81 153 156

only blindly pass the results of prior WASI function calls to
following WASI functions, leading to massive invalid calls.

Code Coverage. We next evaluate how effectively these
testing approaches can exercise WASI implementations. To
this end, we measure the code coverage, i.e., branches cov-
ered in WASI implementations, using the LLVM instrumen-
tation [45]. The experimental results are presented in Table 3.
As we can see, WASIT achieves the highest code coverage
consistently across all Wasm runtimes. This again demon-
strates the effectiveness of WASIT-generated WASI function
calls. Note that we only ran the test for 100minutes due to the
huge coverage file sizes. We believe the coverage advantage
of WASIT will be further enlarged as testing proceeds.

5.3 Effectiveness of Continuing Testing
We finally study the effectiveness of WASIT in terms of con-
tinuing the testing process without being terminated by mi-
nor or meaningless inconsistencies, i.e., false positives.

False Positives. There are generally four types of reasons
causing false positives during differential testing of multiple
WASI implementations. (1) Different support levels. The ma-
turity of WASI support is varied in different Wasm runtimes.
For example, the $process_cputime_id clock is not sup-
ported by all Wasm runtimes, and thus WASI calls using this
clock can cause inconsistent execution results. (2) Undefined
behaviors. The behavior of a WASI function is undefined if it
is invoked with “invalid” arguments. For example, the $buf_-
len field should contain the length of the preceding buffer,
and as a result, an unmatched length may lead to different be-
haviors among Wasm runtimes. (3) Implementation-defined
behaviors. The semantics of some WASI functions may be
specified in a way that allows different choices, i.e., defined
by the actual implementation. For example, a file read opera-
tion to an empty buffer may fail with an error code returned
or succeed like a no-op, depending on the concrete WASI im-
plementation. (4) Underspecified behaviors. Due to its sketch
nature, theWASI specification may not prescribe someWASI



Table 4. The details of some false positives that are removed by WASIT with the annotated specification. “Inter” and “Intra”
indicate if the corresponding false positive can be eliminated with inter- or intra-function constraints, or a combination of
both. “#Lines” shows the number of lines of the added annotation.

WASI Function False Positive Description Reason Inter Intra #Lines

clock_res_get Unsupported clock features Different support levels ✓ 12
fd_advise Descriptor must point to a regular file Underspecified ✓ 8
fd_datasync Descriptor must point to a regular file Underspecified ✓ 8
fd_fdstat_set_flags Descriptor must point to a regular file Underspecified ✓ 6

Unsupported descriptor flags Different support levels ✓ 5
fd_filestat_set_size Descriptor must point to a regular file Underspecified ✓ 8
fd_filestat_set_times Descriptor must not be preopened dir Underspecified ✓ 8
fd_pread Descriptor must point to a regular file Underspecified ✓ 6

Buffer lengths must sum to positive Implementation-defined behavior ✓ 6
Buffer lengths must match buf_len field Undefined behavior ✓ 9

fd_read Descriptor must point to a regular file Underspecified ✓ 6
Buffer lengths must sum to positive Implementation-defined behavior ✓ 6
Buffer lengths must match buf_len field Undefined behavior ✓ 9

fd_seek Descriptor must point to a regular file Underspecified ✓ 6
Input offset and whence should be in range Implementation-defined behavior ✓ ✓ 38

fd_write Descriptor must point to a regular file Underspecified ✓ 6
Buffer lengths must sum to positive Implementation-defined behavior ✓ 6
Buffer lengths must match buf_len field Undefined behavior ✓ 9

path_open Invalid oflags/fdflags combinations Underspecified ✓ 20
Unsupported rights features Different support levels ✓ 58

Table 5. The total number of WASI call sequences gener-
ated by the testing approaches in 10 minutes, as well as the
number of reported inconsistencies and false positives. We
manually triage false positives based on known WASI func-
tion behaviors dismissed by runtime developers as non-bugs.

Total #Inconsistencies #False Positives

Wasix 1800 1620 1620 (100%)
DrWASI 2383 715 715 (100%)

WASIT-syzkaller 2770 1662 1662 (100%)
WASIT 1 0 0 (0%)

function behaviors, though runtime developers may have
a consensus about the expected behaviors, e.g., based on
POSIX semantics.

WASIT begins with the WASI specification without in-
put requirements as a baseline. Through iterative testing
campaigns, we progressively augment the specification with
input requirement annotations to introduce semantic con-
straints, which allowWASIT to eliminate recurring false pos-
itives. In total, annotating the WASI specification requires
about 10 person-hours, showing the lightweight nature of
our approach. To clarify, we do not consider the time spent
triaging bugs and filing reports as part of the annotation pro-
cess. Table 4 shows some false positives removed by WASIT
through the annotations added to the specification.

Using this annotated specification, we further measure
false positives by running the four testing approaches for the
same period to collect their reported execution inconsisten-
cies of Wasm runtimes. We manually triage the inconsisten-
cies based on known WASI function behaviors dismissed by
runtime developers as non-bugs. Due to the massive amount
of short WASI call sequences generated by Wasix, DrWASI,
and WASIT-syzkaller, we run the experiment for only 10
minutes. Table 5 shows the experimental results.

AlthoughWasix, DrWASI,WASIT-syzkaller report a large
number of inconsistencies, none of them are real bugs. On
the contrary, WASIT does not report any inconsistencies.
Note that WASIT only generates one WASI call sequence,
as its testing process is terminated at the end of 10 minutes.
This demonstrates the effectiveness of WASIT in continuing
testing without wasting testing cycles on triggering existing
known inconsistencies repeatedly. During this experiment,
we also observed that most execution inconsistencies re-
ported byWasix, DrWASI, andWASIT-syzkaller are actually
duplicated. This further indicates the inefficiency of these
testing approaches in generating diverseWASI function calls
to thoroughly explore different system states.

Length Distribution of WASI Call Sequences. Figure 11
reports the length distributions of WASI function call se-
quences generated by different testing approaches in a single
test run, i.e., not terminated due to an execution inconsis-
tency. As shown in the figure, fewer than 50 WASI function
calls can be generated for all test runs with Wasix, DrWASI,
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Figure 11. The length distribution of WASI call sequences
generated by the testing approaches. For each approach, we
run the test for two hours. A darker color means more WASI
calls are generated before an inconsistency is reported.

and WASIT-syzkaller. In contrast, WASIT is able to gener-
ate more than 100 WASI function calls for more than 50%
test runs before reporting an execution consistency, even
reaching tens of thousands of WASI calls in some runs. This
demonstrates the capability ofWASIT to generate longWASI
call sequences to exercise WASI implementations.

6 Related Work
In this section, we compare WASIT with related work and
highlight its key distinctions.

6.1 Wasm Runtime Testing
The increased popularity of Wasm binaries has attracted re-
cent research efforts devoted to testing Wasm runtimes. The
wasm-smith tool [2] constructs type-safe Wasm instruction
sequences to generate syntactically valid Wasm binaries for
Wasm runtime testing. Although it can find crashes and mis-
compilation issues in Wasm runtimes, it does not target sys-
tem services exposed through WASI. WADIFF [83] performs
instruction-level differential testing to uncover implemen-
tation bugs related to Wasm instructions. Since it only con-
structs test cases with single Wasm instructions, it also does
not consider WASI implementations. WASMaker [10] gener-
ates test cases by disassembling and reassembling real-world
Wasm binaries without explicitly testing WASI interactions.
WarpDiff [38] focuses on identifying performance issues in
Wasm runtimes by running existing hand-written test cases.
LWDIFF [84] adopts a large language model (LLM)-assisted
approach to learn semantic information from theWasm spec-
ification for test case generation, but does not test WASI.

Differently, DrWASI [79] and Wasix [21, 39] focus specifi-
cally on WASI implementations. DrWASI leverages LLMs to
generate C test cases with system calls and compiles them
into Wasm binaries to test WASI implementations. However,
it can only touch shallow system states, as LLMs struggle
to generate sophisticated system call sequences that respect
their intricate dependences. Wasix employs hand-written

heuristics to generate C test programs with system calls for
WASI implementation testing. AlthoughWasix may have the
potential to produce longer WASI calls, it is hard to scale up
due to the significant effort required to engineer the heuris-
tics. Compared with them, WASIT is the first to bring the
deep and continuous specification-driven differential testing
into the space of WASI implementation testing. Another lim-
itation shared by DrWASI and Wasix is that they generate
C test programs. This makes it challenging to explicitly call
individual WASI functions, as the translation from system
calls to WASI calls is controlled by the compiler toolchain,
and the mappings between system calls and WASI calls are
not always one-to-one. In contrast, WASIT does not have
this issue because it generates WASI function calls directly.

6.2 Model-Based Testing
Model-based testing [5, 9, 19, 44, 47, 48, 50, 59, 63] is a soft-
ware testing approach where test cases are automatically
generated from formal models that describe the expected
behaviors of the systems under test. Representative model-
based testing tools include Mutagen [48], TestEra [47], Mor-
est [44], QuickCheck [14], QuickChick [56], etc.

The requirement of a complete, accurate reference model
of the system under test makes it challenging to apply exist-
ing model-based testing approaches directly to WASI imple-
mentations for two reasons. (1) Technical. At the time of
our testing, the WASI specification (version 0.1) did not spec-
ify many important Wasm function behaviors. We initially
attempted to tighten the specification by using POSIX func-
tion semantics. However, during testing, we found that many
WASI function implementations diverge from corresponding
POSIX functions, making a painstakingly tightened WASI
specification useless in practice. (2) Realistic. The Wasm
runtime development ecosystem is diverse in the sense that
developers of different runtimes often interpret the WASI
specification differently. As a result, constructing a reference
model, testing runtimes against it, and filing bugs based on
the findings require developers to buy into the authority
of the model, which, according to our communication with
runtime developers, is very challenging.

WASIT tackles these two challenges by adopting a more
lightweight approach using an abstract state model solely for
guiding input generation and deferring correctness check-
ing to differential testing between multiple runtimes. This
decision has two important consequences. First, the respon-
sibility to construct correct and complete reference models
has been greatly alleviated from the developers. During test-
ing, we spent relatively little time writing and tweaking the
model, which is only a couple of hundred code lines, and
can still consistently uncover new bugs in WASI implemen-
tations. Second, we found that runtime developers are much
more receptive to bug reports that point out an errant be-
havior as a divergence from other popular Wasm runtimes,
as opposed to from a hypothetical specification.



Recent work has also explored techniques to handle un-
derspecified or evolving systems by automatically inferring
semantic rules from failures and enforcing them at run-
time [46]. These approaches demonstrate how lightweight
models extracted from execution traces can enhance system
reliability without requiring complete formal specifications.
Inspired by such approaches, we plan to bring more automa-
tion to WASIT’s specification augmentation process in the
future, though its current focus is on test generation rather
than production system checking.

6.3 API Testing
Prior research work has proposed many API testing tech-
niques [6, 17, 18, 55, 71, 76, 82]. WASIT shares core principles
with prior work on stateful API testing such as Randoop [54],
RestTestGen [68], Atropos [30], RestCT [75], and RESTler [6],
particularly in its use of dynamic feedback to guide test gen-
eration. Like Randoop, WASIT constructs sequences of in-
terface calls by iteratively extending valid operation chains.
This approach also aligns with feedback-directed techniques,
as seen in RESTler, where execution traces inform the sub-
sequent test cases. The importance of state awareness in
API testing is well-established, as demonstrated by tools like
AFLNet [58] for network protocols.

WASIT extends these ideas in its handling of fine-grained
system resource states during sequence generation. While
Randoop and RESTler maintain states primarily across in-
dependent test sequences, WASIT models intra-sequence
dependencies more precisely through its abstract state model.
This technique, also adopted byGraphFuzz [29], allows deeper
exploration of stateful interactions. WASIT implements this
capability through its constraint language, which incorpo-
rates state predicates directly into test generation.
Another practical distinction lies in WASIT’s interface-

first adaptation of these concepts. Where AFLNet targets
protocol state machines or RESTler assumes HTTP seman-
tics, WASIT decouples state modeling from implementation
details, a necessity given polyglot WASI implementations.
This design echoes earlier work on protocol conformance
testing, though WASIT applies it to lower-level system in-
terfaces. Empirically, this approach is proven effective for
WASI, but the core ideas are built on decades of research into
state-aware test generation.

6.4 File System Testing
Prior research work on file system testing, e.g., FiSC [77] and
SibylFS [60], and device driver testing, e.g., StateFuzz [81],
adopts resource-aware testing approaches. FiSC and State-
Fuzz rely on white-box techniques like instrumentation or
static analysis, which are impractical for WASI’s polyglot
implementations. SibylFS employs formal methods based
on HOL4/Isabelle to rigorously model POSIX semantics, but
this imposes significant usability barriers. WASIT instead
adopts a pragmatic approach with lightweight symbolic state

tracking, making specification-based testing accessible to sys-
tems developers. While less rigorous than SibylFS, WASIT’s
model suffices to capture real-world interface contracts, as
evidenced by its bug finding efficacy.

6.5 Finding Bugs in OS Kernels
Given the importance of OS kernels, finding kernel bugs
has seen significant advancements in recent years [33, 37,
40, 49, 70], particularly with testing tools like syzkaller [28]
and its derivatives [12, 32, 69], which have been instrumen-
tal in uncovering numerous kernel bugs. Syzkaller relies on
manually crafted system call descriptions, written in the
domain-specific language Syzlang, to generate system calls.
However, the system call descriptions in syzkaller cannot
provide real-time states of system resources, which hinders
the generation of long, valid, and dependent system call se-
quences. Moreover, the mixed implementations of the core
control logic and the generation of system calls make ap-
plying it to test a fast-evolving interface like WASI difficult.
WASIT addresses these issues via dynamic resource abstrac-
tion and tracking, along with a decoupled system design.
Kernel specification generation (KSG) [64] develops a

white-box dynamic analysis technique to automatically gen-
erate system call descriptions in Syzlang. However, it is chal-
lenging to apply this approach for WASI implementations
due to their diversity, e.g., the various languages used to
implement Wasm runtimes. StateFuzz [81] conducts state-
aware testing by considering the internal states of kernel
drivers. By modeling and tracking state transitions, State-
Fuzz can generate more meaningful test cases that are more
likely to find bugs related to state management within dri-
vers. Nevertheless, similar to KSG, StateFuzz also requires
expensive source code analysis to be effective. Different from
these approaches, WASIT introduces a novel system testing
approach, which allows WASIT to model WASI function be-
haviors without requiring any expensive code analysis.

7 Conclusion
In this paper, we have presented WASIT, a specification-
driven differential testing framework for WASI implementa-
tions. WASIT creates several innovative techniques, includ-
ing real-time resource abstraction and tacking, a domain-
specific language to augment the WASI specification, and
a decoupled system design, to overcome the limitations in
state-of-the-art testing techniques when applied to WASI
implementations. Through these techniques, WASIT can ex-
plore deep system states and avoid triggering minor and
meaningless inconsistencies across different WASI imple-
mentations. The evaluation results have demonstrated the
effectiveness of WASIT in finding new WASI implementa-
tion bugs in actively maintained Wasm runtimes. We believe
the techniques developed in WASIT can also be applied to
test other resource-centric APIs.
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